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The Betterley Report

Editor’s Note: In this issue of The Betterley
Report, we present our sixth review and evalua-
tion of insurance products designed to protect
against the unique risks of data security for
healthcare insureds. Risks include the breach of
security by a hacker intent on stealing valuable
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patient data or a simple release of data through
the carelessness of an employee or vendor. The
risks also include theft of corporate informa-
tion, extortion, and interruption of services.

This version of The Betterley Report is
focused specifically on healthcare insureds,
although it is based in part on our June
“Cyber/Privacy Insurance Market Survey.”
There are 16 insurers that self-identified as
having a significant interest in healthcare
insureds included in our report (down from 17

in 2022).

Liberty Mutual/lronshore was added to our
participating insurers. TMHCC and CNA were
removed as they did not provide updated infor-
mation.

Why Did We Focus on Health Care?

A few reasons. First, there are a lot of
healthcare insureds buying (or at least seeking)
cyber insurance. We are regularly asked to
research products designed for those insureds.

Second, some of the exposures and cover-
ages needed by healthcare insureds are spe-
cialized. And finally, the value-added risk
management services that a healthcare organi-
zation needs are specific to their industry.

Since one of the driving forces behind The
Betterley Report is to improve products by bet-
ter informing insureds (and their advisers), we
hope to encourage more specialized—and
appropriate—products. With better informa-
tion, perhaps insureds will find the products
best suited to their needs.

Unfortunately, there are not a lot of health-
care-specific cyber products on the market
yet, although we expect that there will be
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more. Some insurers use healthcare-specific
endorsements, which seems like a good way to
modify base policies that address broader
cyber-exposure concerns.

In this report, we also dig much deeper into
the types of organizations that the insurer is
interested in (which is not practical in our
broader cyber/privacy all-industry survey in
June). Look at the two “Market Focus” tables in
this report for more detailed information about
the specific industry types and sizes of insured
each insurer will consider. One table is for
healthcare providers, and the second table is for
managed care organizations.

Recall that our cyber reports do not focus on
coverage for technology providers, such as
Internet service providers, technology consul-
tants, and software developers. That market is
reviewed in our February issue, “Technology
Errors & Omissions Market Survey.”

The types of coverage offered by cyber-risk
insurers vary dramatically. Some offer coverage
for a wide range of exposures, while others are
more limited. For the insured (or its advisers),
looking for proper coverage and choosing the
right product can be a challenge.

Most insurers offer multiple cyber-risk prod-
ucts, so crafting the coverage for each insured
requires the best in risk identification and knowl-
edge of the individual covers. This is especially
true for healthcare insureds, who face exposures
not present for most insureds, such as the breach
of private healthcare information.

More than most other insurance policies,
cyber risk requires experienced risk profession-
als to craft the proper coverage. The insurance
industry continues to help brokers understand

the exposures, coverage, and services of cyber
risk so that they can better serve their clients.
The products are complicated, making these
educational efforts a worthwhile and necessary
investment.

We have tried to present a variety of cover-
ages to illustrate what is available in the market,
and 16 sources of insurance are included in this
survey. These represent the core (but not all) of
the cyber-risk insurance market for healthcare
insureds.

While each insurer was contacted to obtain
this information, we have tested their responses
against our own experience and knowledge.
Where they conflict, we have reviewed the incon-
sistencies with the insurers. However, the evalu-
ation and conclusions are our own.

Of course, the insurance policies govern the
coverage provided, and the insurers are not
responsible for our summary of their policies or
survey responses.

In the use of this information, the reader
should understand that the information applies
to the standard products of the insurers and
that special arrangements of coverage, cost,

Companies in this Survey

The full report includes a list of 16 markets
for cyber insurance for healthcare, along
with underwriter contact information, and
gives you a detailed analysis of distinctive
features of each insurer’s offerings.

Learn more about The Betterley Report—
Cyber Insurance for Healthcare
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and other variables may be available on a
negotiated basis.

Introduction

As with all of our market surveys, cyber-risk
coverage represents a new, recently developed,
or rapidly evolving form of coverage designed
to address the needs of new risks confronting
organizations. Cyber-risk coverage epitomizes
new insurance products, presenting insurance
product managers with challenges as they learn
what their insured’s need and what the insurers
can prudently cover.

It could be argued that cyber insurance is
rapidly maturing, and there is some truth to
that. Cyber is (maybe) not so new, at least in
terms of its availability (we started writing
about cyber in 2000). But it is “new” in terms
of its recognition as a key component of most
commercial insurance portfolios and in terms
of its evolution of coverage wordings, which
continue.

Cyber for healthcare insureds is somewhat
newer, in that there are fewer specialized
products. Most insurers try to use their stan-
dard policy wordings for healthcare expo-
sures. But there are signs of a trend in creating
specialized wordings and risk management
services offerings for the healthcare industry.
Since health care is an enormous part of the
economy (especially in the United States) and
has its own special sources of exposure, it
might benefit from having more specialized
products.

Cyber is also “new” in terms of the expo-
sures being underwritten. These are evolving so

rapidly that insurers are forced to continually
look at their underwriting and claims manage-
ment approaches. To protect themselves (and
their insureds) against this rapid evolution,
insurers must invest more time and attention—
and especially creative attention—than they
might for a typical product.

Specialized cyber-risk insurance comes in a
variety of forms, but we find it most helpful to
divide coverage into property, theft, or liability
for surveying purposes. Some insurers offer lia-
bility-only products, while others offer a com-
bination of property, theft, and liability
coverages.

Interestingly, it seems that more of the prod-
ucts previously limited to liability and breach
response coverages have expanded to include
extortion, property, and bodily injury liability,
and especially theft/extortion product options.
This indicates to us that customer demand is
increasing for these coverages.

In addition to monoline products, insurers
are offering cyber-risk enhancements to exist-
ing policies, such as business owners, manage-
ment liability, and other policies. These
products take the form of a services-only prod-
uct (no risk transfer), services plus breach
response coverage, and services plus breach
response plus risk transfer. Limits may be low,
and options fewer, but the convenience and low
additional premium can make them quite
appealing to insureds. Whether they should buy
these products or should consider stand-alone
cyber policies requires careful analysis and
consideration of exposure, risk tolerance, and
client/customer requirements.
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Healthcare Market Focus of Insurers

The healthcare industry is different, and it
would be wise for insurers interested in that
market to keep that in mind.

In our experience, healthcare clients expect
to see insurance products that are customized
to their needs while utilizing terms that are
common in their industry. This expectation
comes in part from the prevalence of special-
ized medical malpractice insurers in this space
as well as the insureds’ involvement in indus-
try-specific professional societies. Although
from an underwriting and claims standpoint,
this common wording may not alter the mean-
ing of the coverage. However, from the
insured’s standpoint, it may bring a feeling
that “they understand us.”

Surprisingly, we have not yet seen a lot of
specialized healthcare-focused wordings. We
think that may eventually change as cyber insur-
ers look to dominate certain targeted industries.

We like this idea—as cyber matures, cover-
ages will become fine-tuned to their insureds,
underwriting and claims teams will become
more specialized, and (importantly) risk man-
agement services designed for the insured’s
industry will become more widely available.

State of the Market

The big story for 2023 is the continuing attacks
via ransomware but also some return to stability
in rates. Cyber-healthcare insureds are not unique
In experiencing increasing ransomware claims,
but they have been particularly hard hit.

Like what you see in this executive summary?

By purchasing the full report, you can learn more about how 16 insurers
address the changing cyber insurance for healthcare markets.

Learn more about The Betterley Report—Cyber Insurance for Healthcare
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